
1   ############VIP###############################
2   ltm virtual SSL {
3       address-status yes
4       app-cloud-security-services none
5       app-service none
6       auth none
7       auto-lasthop default
8       bwc-policy none
9       clone-pools none

10       cmp-enabled yes
11       connection-limit 0
12       creation-time 2022-12-09:11:00:41
13       description "Load Balancer"
14       destination 173.235.20.159:https
15       enabled
16       ephemeral-auth-access-config none
17       eviction-protected disabled
18       fallback-persistence none
19       flow-eviction-policy none
20       gtm-score 0
21       ip-protocol tcp
22       last-hop-pool none
23       last-modified-time 2023-06-07:08:16:17
24       mask 255.255.255.255
25       metadata none
26       mirror disabled
27       mobile-app-tunnel disabled
28       nat64 disabled
29       parent-name none
30       partition Arkansas
31       per-flow-request-access-policy none
32       persist {
33           /Common/cookie {
34               default yes
35           }
36       }
37       policies {
38           SSL_Add_Path { }
39       }
40       pool AFBSSL
41       profiles {
42           /Common/http-custom-nexpose {
43               context all
44           }
45           /Common/rewrite-uri-translation {
46               context all
47           }
48           /Common/wan-optimized-compression {
49               context all
50           }
51           clientssl-afbic {
52               context clientside
53           }
54           serverssl-afbic {
55               context serverside
56           }
57           tcp-ar-lan {
58               context serverside
59           }
60           tcp-ar-wan {
61               context clientside
62           }
63       }
64       rate-class none
65       rate-limit disabled
66       rate-limit-dst-mask 0
67       rate-limit-mode object
68       rate-limit-src-mask 0
69       related-rules none



70       rules none
71       security-log-profiles none
72       serverssl-use-sni disabled
73       service-down-immediate-action none
74       service-policy none
75       source 0.0.0.0/0
76       source-address-translation {
77           pool none
78           type automap
79       }
80       source-port preserve
81       syn-cookie-status not-activated
82       traffic-classes none
83       traffic-matching-criteria none
84       translate-address enabled
85       translate-port enabled
86       transparent-nexthop none
87       urldb-feed-policy none
88       vlans none
89       vlans-disabled
90       vs-index 2
91   }
92   
93   
94   ############CLIENT SSL########################
95   ltm profile client-ssl clientssl-afbic {
96       alert-timeout indefinite
97       allow-dynamic-record-sizing disabled
98       allow-expired-crl disabled
99       allow-non-ssl disabled

100       app-service none
101       authenticate once
102       authenticate-depth 9
103       bypass-on-client-cert-fail disabled
104       bypass-on-handshake-alert disabled
105       c3d-client-fallback-cert none
106       c3d-drop-unknown-ocsp-status drop
107       c3d-ocsp none
108       ca-file none
109       cache-size 262144
110       cache-timeout 3600
111       cert GoDaddy-ssl-afbic
112       cert-extension-includes { basic-constraints subject-alternative-name }
113       cert-key-chain {
114           GoDaddy-ssl-afbic_GoDaddy-intermediate_0 {
115               app-service none
116               cert GoDaddy-ssl-afbic
117               chain GoDaddy-intermediate
118               key GoDaddy-ssl-afbic
119               passphrase 
120               usage SERVER
121           }
122       }
123       cert-lifespan 30
124       cert-lookup-by-ipaddr-port disabled
125       chain GoDaddy-intermediate
126       cipher-group none
127       ciphers DEFAULT
128       client-cert-ca none
129       crl none
130       crl-file none
131       data-0rtt disabled
132       defaults-from /Common/clientssl
133       description none
134       destination-ip-blacklist none
135       destination-ip-whitelist none
136       forward-proxy-bypass-default-action intercept
137       generic-alert enabled
138       handshake-timeout 10



139       hostname-blacklist none
140       hostname-whitelist none
141       inherit-ca-certkeychain true
142       inherit-certkeychain false
143       key GoDaddy-ssl-afbic
144       max-active-handshakes indefinite
145       max-aggregate-renegotiation-per-minute indefinite
146       max-renegotiations-per-minute 5
147       maximum-record-size 16384
148       mod-ssl-methods disabled
149       mode enabled
150       notify-cert-status-to-virtual-server disabled
151       ocsp-stapling disabled
152       options { dont-insert-empty-fragments no-tlsv1.3 }
153       partition Arkansas
154       passphrase 
155       peer-cert-mode ignore
156       peer-no-renegotiate-timeout 10
157       proxy-ca-cert none
158       proxy-ca-key none
159       proxy-ca-passphrase none
160       proxy-ssl disabled
161       proxy-ssl-passthrough disabled
162       renegotiate-max-record-delay indefinite
163       renegotiate-period indefinite
164       renegotiate-size indefinite
165       renegotiation enabled
166       retain-certificate true
167       secure-renegotiation require
168       server-name none
169       session-mirroring disabled
170       session-ticket disabled
171       session-ticket-timeout 0
172       sni-default false
173       sni-require false
174       source-ip-blacklist none
175       source-ip-whitelist none
176       ssl-c3d disabled
177       ssl-forward-proxy disabled
178       ssl-forward-proxy-bypass disabled
179       ssl-forward-proxy-verified-handshake disabled
180       ssl-sign-hash any
181       strict-resume disabled
182       unclean-shutdown enabled
183   }
184   


