New TCP connection #808: 70.132.17.153(39714) <—> 10.109.30.145(443)
808 1 0.0098 (0.0098) C>S Handshake
ClientHello
Version 3.3
resume [32]=
24 71 76 f9 1d 73 65 aa 79 a2 01 55 03 69 1la ae
3e 81 d6 12 75 60 d9 d1 e8 86 b8 68 ff 4f 8b cd
cipher suites
Unknown value 0xc@2c
Unknown value 0xc030
Unknown value 0xc@2b
Unknown value 0xc@2f
Unknown value 0xc024
Unknown value 0xc028
Unknown value 0xc@0a
Unknown value 0xc014
Unknown value 0xc023
Unknown value 0xc@27
Unknown value 0xc009
Unknown value 0xc@13
Unknown value 0x9d
Unknown value 0x9c
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA256
TLS_RSA_WITH_AES_128_ CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_RC4_128_MD5
Unknown value Oxff
compression methods
NULL
808 2 0.0109 (0.0010) S>C Handshake
ServerHello
Version 3.3
session_id[32]=
24 71 76 f9 1d 73 65 aa 79 a2 01 55 03 69 la ae
3e 81 d6 12 75 60 d9 d1 e8 86 b8 68 ff 4f 8b cd

cipherSuite Unknown value 0x9d
compressionMethod NULL
808 3 0.0109 (0.0000) S>C ChangeCipherSpec
808 4 0.0119 (0.0010) S>C Handshake
808 5 0.0216 (0.0096) C>S ChangeCipherSpec
808 6 0.0216 (0.0000) C>S Handshake
808 7 0.0230 (0.0013) C>S application_data
781 5.6594 (4.0444) S>C TCP FIN

Jun 14 07:54:41 F5-5000-A info tmm3[11083]: 01260013:6: SSL
Handshake failed for TCP 70.132.17.153:40456 -> 10.109.30.145:443

New TCP connection #814: 70.132.17.153(40456) <—> 10.109.30.145(443)
814 1 0.0142 (0.0142) C>S Handshake
ClientHello
Version 3.3
resume [32]=



24 71 76 f9 1d 70 a4 50 79 a2 01 55 03 69 1b ae
02 8e 13 9a 49 6f 51 0a e8 86 b8 68 ff 40 b5 2b
cipher suites
Unknown value 0xc@2c
Unknown value 0xc0@30
Unknown value 0xc@2b
Unknown value 0xc@2f
Unknown value 0xc024
Unknown value 0xc028
Unknown value 0xc@0a
Unknown value 0xc014
Unknown value 0xc023
Unknown value 0xc@27
Unknown value 0xc009
Unknown value 0xc@13
Unknown value 0x9d
Unknown value 0x9c
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_128_ CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_RC4_128_MD5
Unknown value Oxff
compression methods
NULL
814 2 0.0143 (0.0000) S>C Handshake
ServerHello
Version 3.3
session_id[32]=
24 71 76 f9 1d 73 72 c1 79 a2 01 55 03 69 19 ae
b3 47 89 c6 f8 a6 73 03 e8 86 b8 68 ff 4f 95 dd

cipherSuite Unknown value 0x9d
compressionMethod NULL
814 3 0.0285 (0.0142) S>C Handshake
Certificate
814 4 0.0285 (0.0000) S>C Handshake
ServerHelloDone

814 0.0317 (0.0032) C>S TCP FIN

814 0.0319 (0.0001) S>C TCP FIN

792 5.0624 (4.9889) S>C TCP FIN

792 5.0753 (0.0129) C>S TCP FIN

812 6 0.6305 (0.2092) C>S Handshake
ClientKeyExchange

810 12 1.3580 (0.3976) S>C application_data

810 1.3580 (0.0000) S>C TCP FIN

793 5.0499 (4.9929) S>C TCP FIN

812 7 0.8387 (0.2082) C>S ChangeCipherSpec
812 8 0.8387 (0.0000) C>S Handshake

812 9 0.8398 (0.0011) S>C ChangeCipherSpec
812 10 0.8409 (0.0010) S>C Handshake

793 5.0598 (0.0099) C>S TCP FIN

810 13 1.5502 (0.1922) C>S Alert

810 1.5502 (0.0000) C>S TCP FIN



New TCP connection #904: 70.132.17.153(5446) <—> 10.109.30.145(443)
904 1 0.0125 (0.0125) C>S Handshake
ClientHello
Version 3.3
resume [32]=
24 71 76 f9 1d 73 65 aa 79 a2 01 55 03 69 1la ae
3e 81 d6 12 75 60 d9 d1 e8 86 b8 68 ff 4f 8b cd
cipher suites
Unknown value 0xc@2c
Unknown value 0xc030
Unknown value 0xc@2b
Unknown value 0xc@2f
Unknown value 0xc024
Unknown value 0xc028
Unknown value 0xc@0a
Unknown value 0xc014
Unknown value 0xc023
Unknown value 0xc@27
Unknown value 0xc009
Unknown value 0xc@13
Unknown value 0x9d
Unknown value 0x9c
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA256
TLS_RSA_WITH_AES_128_ CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_RSA _WITH_RC4_128 _MD5
Unknown value Oxff
compression methods
NULL
004 2 0.0135 (0.0010) S>C Handshake
ServerHello
Version 3.3
session_id[32]=
24 71 76 f9 1d 73 65 aa 79 a2 01 55 03 69 la ae
3e 81 d6 12 75 60 d9 d1 e8 86 b8 68 ff 4f 8b cd

cipherSuite Unknown value 0x9d
compressionMethod NULL
904 3 0.0135 (0.0000) S>C ChangeCipherSpec
904 4 0.0146 (0.0010) S>C Handshake
904 5 0.0260 (0.0114) C>S ChangeCipherSpec
904 6 0.0260 (0.0000) C>S Handshake
904 7 0.0272 (0.0011) C>S application_data
904 8 0.0355 (0.0083) S>C application_data
902 9 0.5670 (0.5112) C>S application_data
902 10 0.5728 (0.0057) S>C application_data



