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Version History

Date Version | Author Description Compatible Versions
Sept 2024 | 3.0 Matt Mabis Document Updates, Omnissa Workspace ONE Access
Changes Cloud with Connector
23.09.0.0 (2) (4)
Dec 2020 | 2.0 Matt Mabis Updates to Documentation Workspace ONE Cloud with
Connector 19.03.x.x (2) (3)
Mar 2018 1.0 Matt Mabis Initial Document VMware Identity Manager

3.2.x and Above (1)
Workspace ONE Cloud (2)

NOTES:

(1) The Version 1.0 Document only supports up to VMware Identity Manager 3.2.x and above, as joint features were

added for the integration in 3.2.x that do not exist in previous versions.

(2) As the Omnissa Workspace ONE Access Cloud edition has continual upgrading, any possible issues with the

integration or after deployment issues might be considered a regression in the joint solutions, its recommended to open

a support case with Omnissa first.

(3) The current release of Workspace ONE Access Cloud and Workspace ONE Access as of December 2020 as per

VMware still only supports the version of Workspace ONE Access Connector 19.03.x.x for Virtual Apps (Citrix, Horizon,

Horizon Cloud and ThinApp) as per release notes and documentation.

(4) This updated documentation focuses on deployments with Workspace ONE Access Cloud and not the VIDM

Solution
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Overview
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Workspace ONE Access combines applications and desktops in a single, aggregated workspace. Employees can then
access the desktops and applications regardless of where they are based. With fewer management points and flexible
access, Workspace ONE Access reduces the complexity of IT administration.

Workspace ONE Access Cloud, instead of being deployed on-premises within a datacenter, is now deployed in the
Cloud. Organizations can centralize assets, devices, and applications and manage users and data securely while
gaining access to upgrades instantly and not having to take maintenance outages during upgrades.

Omnissa and F5 have developed an integration to add additional layers of security and provide gateway access with
Workspace ONE Access Cloud. This document provides step-by-step instructions for setting up Workspace ONE
Access Cloud as an Identity Provider (IDP) in front of F5 Access Policy Manager (APM) as a Service Provider (SP)
utilizing APM as a Gateway for Omnissa Horizon. These configurations will provide the Single Pane of Glass that
Workspace ONE Access provides with the DMZ Security and Scalability that F5 PColP/Blast Proxy provides with

Omnissa Horizon.
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Caveats

These are the current caveats/restrictions in this version of the documentation.

1. Internet Explorer 11 (IE11) and Microsoft Edge Browsers are only supported on Windows 10 Build 1703
and later due to Microsoft 507-character limit in Application Protocol URL.
https://blogs.msdn.microsoft.com/ieinternals/2014/08/13/url-length-limits/

Microsoft will not fix this in previous builds of Windows 10 less than build 1703 nor backport to earlier

versions of Windows as this is an OS limitation and not a Browser limitation.
2. Citrix Integration with Workspace ONE Access is NOT verified in this version of the documentation/code.

3. All Changes currently are done with Manual Configurations.
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Prerequisites

The following are prerequisites for this solution and must be complete before proceeding with the configuration. Step-by-
step instructions for prerequisites are outside the scope of this document, see the BIG-IP documentation on

support.f5.com for specific instructions.
1. F5 requires running this configuration using BIG-IP APM/LTM version 13.1.1.3+ or newer.

2. Create/import an SSL Certificate that contains the load balanced FQDN that will be used for Workspace

ONE Access Portal and Connectors.

3. Workspace ONE Access Cloud the environment has been setup/configured with connectors to the domain

and horizon environment.

4. Omnissa Horizon is completely setup and configured behind a APM VIP on the BIG-IP (in this document

we are assuming that the VIP was deployed via the iApp)

NOTE: Omnissa recommends the use of Certificates which support Subject Alternate Names (SANs) defining each of
the node FQDNSs (public or internal) within the load balanced VIP FQDN. Wildcard certificates may be used, but due to
wildcard certificate formats, SAN support is typically not available with wildcards from public CAs - and public CAs may
complain about supplying an internal FQDN as a SAN value even if they do support SAN values. Additionally, some
Omnissa Workspace ONE Access features may not be usable with wildcard certificates when SAN support is not

defined.
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Prerequisite (Omnissa Horizon APM Configuration)

This section is to confirm prerequisites were completed prior to moving forward. If this configuration is not completed,
please use the F5 Deployment guide “Deploying F5 with Horizon View” prior to moving forward.

https://www.f5.com/pdf/deployment-quides/vmware-horizon-view-dg.pdf

(Note: this Guide refers to VMware and hasn’t been updated with Omnissa company name changes yet)

iApps » Application Services : Applications

# - Application Service List
e

F5 iApps and Resources

['ws1* ||Search| [Reset Search| | Create... |
‘ v ‘ 4 Name + Template Template Validity + Partition / Path ‘
‘D Horizon-WS1 f5.vmware_view.v1.5.9 Common/Horizon-WSLapp‘
| Delete... | ‘

Local Traffic » Virtual Servers : Virtual Server List

Virtual Server List  Virtual Address List  Statistics

£« R

[‘ws1* |Search [Reset Search| Create...
MH:\ Status ~ Name ‘: Description + Application ¢ Destination + Service Port + Type \Resouroes + Partition / Path

O Q Horizon-WS1_apm_redirect Horizon-WS1 12.202.13.141 80 (HTTP) Standard Edit... Common/Horizon-WS1.app
O @ Horizon-WS1_blast_view_udp Horizon-WS1 12.202.13.141 8443 Standard Edit... Common/Horizon-WS1.app
O Q Horizon-WS1_pcoip_view_udp Horizon-WS1 12.202.13.141 4172 Standard Edit... Common/Horizon-WS1.app
O @ Horizon-WS1_proxy_https Horizon-WS1 12.202.13.141 443 (HTTPS) Standard Edit... Common/Horizon-WS1.app

| Enable | Disable | Delete... |
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Workspace ONE Access Configurations

Enable JWT Functionality in Workspace ONE Access

After making sure that either the Workspace ONE Access Cloud environment is deployed and setup with connectors
and Omnissa Horizon environment is setup, we move along to configuring the Workspace ONE Access environment to
work with the F5 APM

Log onto the Workspace ONE Access Portal Configuration Page
1. In abrowser, login as a Workspace ONE Access Admin to the Workspace ONE Access FQDN once Logged in

click on the Icon for your authenticated user and select “Administration Console”

4%
r 1

ONE @ Matt Mabis

Username

Workspace ONE Access Console

Password ©

System Domain

Manage Hub Experience

Account

Forgot Password?

Change to a different domain

Sign out

vmware

2. Select the “Virtual Apps Collections” tab in the left side menu
Ensure that a Horizon environment is setup and configured for the integration, select the Horizon Configuration
in our Example its BD-Horizon.

Matt Mabis
or ps, or applications
® Workspace ONE Access ps, or application @ S
Monitor Accounts Resources Integrations Settings
Web Apps

Virtual Apps Collections

Virtual Apps
Add and configure virtual app collections for each type of integration.

Horizon Cloud Services Next-Gen

Virtual Apps Collections m EPIT PRLETE
Policies Name Source Type Sync Frequency Sync Status (&) ‘ Last Successfully synced at Alerts
Global Launcher Preferences O DSc-Horizon Horizon Weekly @ Completed Aug 3, 2024, 7:31:58 PM
More
Q BD-Horizon Horizon Weekly @ Completed Aug 3, 2024, 7:32:03 PM

More

1-2 of 2 item(s)
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1. Click on the “Network Ranges” tab.

Select the Appropriate Network Range link, in our use case “All Ranges” is the correct range.

Virtual Apps Collections > BD-Horizon

Overview Network Ranges

Name Description IP Address Range

ALL RANGES A network for all ranges 0.0.0.0 - 255.255.255.255

2. Inthe selected range’s setting scroll to the bottom, if using Horizon Cloud Pod Architecture, you will see a Pod

and Federation section, if not you will see just a Pod Configuration.
NOTE: Client Access FQDN’s must be filled out for POD and CPA Federation (if exists) to click Save.

Assign Pods to Network Ranges

Network Ranges

Name * ALL RANGES
Description
A network for all ranges
2
IP Ranges @ 0.0.0.0 To 255255255255

Group Membership

Groups @ Q, Select Groups..

Applications will be accessible by all users if no groups are assigned.

Pod and Federation

Pod Client A FQDN Port Wiap Artitact Audi inJWT
o jent Access ® o B INT G udience in JWT @

hzn-broker-01.bd.f5.com horizon-ws1.bd.f5.com 443 @ Yes f5cpa

ADD

CANCEL SAVE

a. Click the slider to enable (Green) for “Wrap Artifact in JWT” on the Horizon Environment (Federation
or Pod) depending on the external access that was configured in previous steps.

b. Click the (+) ADD button under the “Audience in JWT” next to the slider and provide a unique name
(our example is f5cpa)

c. Click the Save Button.

Once Completed the configuration for Workspace ONE Access is now setup, you can nhow move to configuring

the F5 APM.
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F5 BIG-IP Configurations

Disable Strict Updates on APM Configuration

1. Login to your F5 BIG-IP Instance

fs BIG-IP Configuration Utility
F5, Inc

Hostname Welcome to the BIG-IP Configuration Utility.
horizon-bip.bd.5.com

|P Address Log in with your username and password using the fields on the left.
192.168.14.20

Username

1

Password

Log in |

2. Under the iApps Section - Application Services, select the iApp Deployed for the Horizon APM Configuration
hoi bip.bd.f5.com Da Aug 6 4 dmin Partition:

s 1 14.20 i 3! T) R0 dmin r

| Cluster Enabled

| slot 1: Active

| standalone

| Managed by BIG1Q

Help | About ' iApps » Application Services : Applications
# + Application Service List

/= Statistics
@ iApps F5 iApps and Resources
Application Services ['ws1 |Search/[Reset Search| | Create... |
¥l Name + Template Template Validity = Partition / Path
Templates
‘ O Horizon-ws1 f5.vmware_view.v1.5.9 Common/Horizon-WS1.app
Package Management LX
| Delete... |

3. Inthe Properties Tab (Advanced) of your Deployed iApp for Horizon APM

iApps » Application Services : Applications » Horizon-WS1

¥+ + Properties Reconfigure Components

Application Service: [_AW
Application Service Horizon-WS1
Partition / Path Common/Horizon-WS1.app
Description [
Template f5.vmware_view.v1.5.9
Strict Updates [ (recommended)

| Update || Delete |

a. Change the pull-down menu from Basic to Advanced.
b. Uncheck the Strict Updates checkbox.

c. Click the Update button.

10
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Create OAUTH Resources

1.

2.

In the Access Menus go to Federation > OAuth Client / Resource Server > Provider

@3 Access
Guided Configuration
Overview

Profiles / Policies
Authentication

Ephemeral Authentication

Single Sign-On

Connectivity / VPN SAML Identity Provider

AP| Protection SAML Resources

Secure Web Gateway JSON Web Token

Access Control Lists OAuth Authorization
Server

Webtops

OAuth Client / Resource | OAuth Server
Server .
Device Management 9 Provider @
i e Request

. Charnd Akinnee

Click the Create Button

Access » Federation : OAuth Client / Resource Server : Provider

o

SAML Service Provider ¥ SAML Identity Provider ¥ | SAML Reso

JSON Web Token ¥ = OAuth Authorization Server ¥ OAuth Client / Resource Server ¥ | Ping,

Providers
Q Create
‘@ONama « Type ‘QUaaAanWI' Discovery Task Task Status | OAuth Server “oParﬂﬁm
AzureAD AzureAD false Common
AzureAD-B2C AzureAD-B2C false Common
F5 F5 false Common
Facebook Facebook false Common
Google Google false Common

1"
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3. Inthe OAuth Client / Resource Server Provider Menus

Access » Federation : OAuth Client / Resource Server : Provider » New...

#+ + Properties

General Properties

I Name [ W81-Horizon

Description [
I Wi [Custom |
Ignore Expired Certificate O

Validation
I Trusted Certificate Authorities | ca-bundle.crt v |
Allow Self-Signed JWK Config

Certificate

Use Auto JWT

OpeniD URI [ nttps:/if5deviab.vidmpreview.comSAAS/auth/.well-known/openid-configur]  Discover
Authentication URI |

Token URI [

Token Validation Scope URI |

Support Introspection

Userlnfo Request URI ‘

Discovery Task

Frequency None v

Cancel = Save

a. Enter a Unique Name
b. Change type to Custom.

c. Inthe OpenlD URI replace the following (<WorkspaceONE-FQDN> with your unique instance)
https.//<Workspace ONE-FQDN>/SAAS/auth/.well-known/openid-configuration

d. Click the Discover Button

4. the Discovery Process you will see an “In progress ....” section this is expected behavior.

Access » Federation : OAuth Client / Resource Server : Provider > New...

In progress ......

Q

12
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5.

6.

If Discovery is successful, you will see that some of the previously empty areas are now populated with data

and additional boxes have appeared. Scroll to the bottom and click the Save button to complete the

configuration.
OpenlD URI

Authentication URI

Token URI

Token Validation Scope URI
Support Introspection
UserInfo Request URI
Issuer

Signing Algorithm

Key (JWK)

| https://fSdevlab.vidmpreview.com/SAAS/auth/ well-known/openid-configur ~ Discover

Last discovery time: 2024-08-06 12:52:20

| https://f5devlab.vidmpreview.com/acs/autharize
l https://f5devlab.vidmpreview.com/acs/token

\

| https://fSdevlab.vidmpreview.com/acs/userinfo
I https://f5deviab.vidmpreview.com/SAAS/auth

Allowed Blocked

R8256

Allowed Blocked

RSA:1722024498:undefined;undefin:

“ 4

In the Access Menus go to Federation > JSON Web Token - Token Configuration

fg@ Access

Guided Configuration
Overview

Profiles / Policies
Authentication

Ephemeral Authentication

Single Sign-On

Connectivity / VPN
API Pratection
Secure Web Gateway
Access Control Lists

Webtops

P
Device Management

SAML Identity Provider

SAML Resources

JSON Web Token 0 Key Configuration
OAuth Authorization Token O
Server Configuration

OAuth Client / Resource Provider List

Server

PingAccess

13
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7. There should be an auto-created Token Configuration due to the discovery in the previous section, select the
auto-created Token that contains your Workspace ONE Access FQDN in the Issuer.

Access » Federation : JSON Web Token : Token Configuration

¥ + SAML Service Provider ¥ SAML Identity Provider ¥ | SAML Res JSON Web Token ¥ OAuth Authorization Server ¥ = OAuth Client / Resource

Token Configurations (JWT)

| Q Create

_@ ~ Name fAumDiscmmd Lelssuer leMder + Partition / Path "
auto_jwt_Horizon-WS1 true https://f5deviab.vidmpreview.com/SAAS/auth Horizon-WS1 Common

In the Token Configuration

Access » Federation : JSON Web Token : Token Configuration » auto_jwt Horizon-WS1
¥ + Properties

General Properties

Auto Discovered The token is auto generated by Openld discovery.

Name auto_jwt_Horizon-WS1
I Issuer | hitps:/if5deviab.vidmpreview.com/SAAS/auth

Use Provider List Settings

Access Token Expires In \ 0 minutes

‘ fScpa
Audience \ | Add

a. Type the name of your Audience (Created previously in the Workspace ONE Access Configurations
section) and Click the Add button.

b. Once the audience is added scroll to the bottom and click the save button.

9. Inthe Access Menus go to Federation - JSON Web Token - Provider List

f:@ Access
Guided Configuration
Overview

Profiles / Policies
Authentication

Ephemeral Authentication

Single Sign-On
Connectivity / VPN SAML Identity Provider
API Protection SAML Resources
Secure Web Gateway JSON Web Token | Key Configuration
Access Control Lists OAuth Authorization Token
Server Canfiguration
Webtops
OAuth Client / Resource Provider List @
Server
g Device Management
PingAccess

T

14
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10. Click the Create Button

Access » Federation : JSSON Web Token : Provider List

OAuth Client / Resource Server ¥ | PingAccess

JSON Web Token ¥ | OAuth Authorization Server ~

¥ ~ SAML Service Provider ¥ SAML Identity Provider ¥ | SAML Resources

Provider Lists

Q Create

|v| ¢ Name + Partition / Path
| i

No records to display

11. In the JSON Web Token Provider List

Access » Federation : JSON Web Token : Provider List » New...

% + Properties

General Properties

Name | Horizon-Ws1

Access Token Expires In ‘ minutes

‘ /Common/Horizon-WS1

Provider l /Common/Horizon-WS1 v | Add |

Cancel Save

a. Enter a Unique Name

b. In the Provider pull down menus Select the OAUTH Client / Resource Server Provider previously
created and click the Add button.

c. Click the Save button.

d. The finished creation should look like the below screenshot.

Access » Federation : JSON Web Token : Provider List

OAuth Client / Resource Server ¥ | PingAccess

OAuth Authorization Server ~

JSON Web Token ~

5 + SAML Service Provider ¥ SAML Identity Provider ¥ | SAML Resources

Provider Lists

Q Create
|[v| ¢ Name + Partition / Path
‘ O Horizon-Ws1 Common

Once these Steps have been completed you can move forward to Modifying the Horizon APM Access Policy.

15
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Modify Horizon Access Policy

1. In the Access Menus go to Profiles / Polices - Access Profiles (Per Session Policies)

f:ﬁ Access
Guided Configuration
Overview
Profiles / Policies » | Access Profiles
(Per-Session
Authentication Policies)
Ephemeral Authentication Per-Request
Policies
Single Sign-On
Policy Sync
Federation
Customization
Connectivity / VPN
API Protection
Secure Web Gateway
Access Control Lists
Webtops

2. Click the Edit in Per-Session Policy under the Horizon APM Access Policy created as part of Prerequisites

Access » Profiles / Policies : Access Profiles (Per-Session Policies)

¥ + Access Profiles Per-Request Po Policy Sync Customization v
_

['ws1* [Search| Reset Search| [Create... |[ Import...
lv| ‘ |~ | Status « Access Profile Name [ + Application ‘ + Profile Type ‘ Per-Session Policy | Export  Copy | Customization Logs ' Virtual Servers # Partition / Path

(] [m Horizon-WS1 Horizon-WS1 All 8 Edit... Export... Copy... Standard default-log-setting Horizon-WS1_proxy_https Common/Horizon-WS1.app
(Deete... | Apply.

3. InVisual Policy Editor this is a typical Horizon iApp Deployment, we will remove all the policies except Client
Type, View Client Resource Assign, and Browser Assign.

i i x: " x i
@ flback L 4D View Client Logon |—f" 22 4 ] |svacessil ., I"\iew Client Resource Assian [ 2222k :,Aum
View Client AD Auth falback =
X :l —

1 il X i P !
Client Type M«\—»{ Browser Logon Page |—“ e +~>—| Domain Variable Assign |—“ B 4] 5““—‘““"4-—»-[ Soovesy Reowrcs Apviay | 0 + allow |

Browser AD Auth ——
allbacl v

fallback E

4. To delete the other objects, click on the X within the box (usually top right corner) a popup dialog for deletion
like the one below will appear. Keep the default selection of “Connect Previous node to fallback branch” and
click the delete button.

Item deletion confirmation

Do you really want to delete action 'AD View Client Logon’

®' Connect previous node to branch
Delete all branches

| Cancel | | Delete | M

16
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7.

Once all the objects except Client Type, View Client Resource Assign and Browser Resource Assign are

deleted the Visual Policy Editor should look like the below picture.

start -falback |

Client Type

VMware Vlew+ N {Vie’w Client Resource Assign fallhatk+
%

Full i fall

ull or Moblle Browser T ——— back

fellback | @

Click on the “Add New Macro” button

Access Policy: /Common/Horizon-WS1.app/Horizon-WS1 |[&dit endings| (Endings: Allow, Deny [default])

Start fallback +m

Client Type

- X
0 fall
N + Ir View Client Resource Assign piback +-o

X
Full or Mohile Browser fallback
Fstor Mot Browear +—0>-| Browser Resource Assign l—'*--’

fallback + E C ‘l

Add New Macro

Enter a name for the macro, in our example we named it WS1-Macro (Do NOT select a template) and click

Save

: Select Macro template: Empty

Empty macro with one terminal

Jin =5 o)

| cancel | save |

Name: [WS1-Macro | terminals: Out [default]

| Help

17
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8. Expand the Macro and click Edit Terminals

Access Policy: /Common/Horizon-WS1.app/Horizon-WS1  |[Edit Endings| (Endings: Allow, Deny [defauit])

Start fallback - VMware View + [

1 View Client Resource Assign [elioack +—'
Full bil L fallback
M+_.,_[ Bis Resurcs Ao ]ﬂ,;.,

fallback P @

Client Type

Add New Macro

[=] Macro: WS1-Macro

| : > fallback+

Macro Settings / Rename | Edit Terminals | (Terminals: Out [default])

9. Click Add Terminal and rename the names for the Green #1 to Allow, and the Red #2 to Deny and click the
down arrow to move #2 below #1 (as seen in photo) and click Save
| |
|Edit“ || set Defautt |
| Add Terminal | 1; Allow v
Name: IA”OW l I‘l ﬂ E default
Name: [Deny | 3 [+] X

| Cancel | (*Data in tab has been changed, please don't forget to save)

[ Help!

10. Within the Macro click on the (+) between “In” and “Allow”

[=] Macro: WS1-Macro

Macro Settings / Rename | Edit Terminals \ (Terminals: Allow [default], Deny)

D folloack ,

18
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11. Select OAUTH Scope from the Authentication tab and click the Add Item button.
(Picture was cropped to take up less space)

12. In the OAUTH Scope

[Begin typing to search

\

[ Logon | [Authentication | Assignment | [ Endpoint Security (Server-side) | Endpoint Security (Client-Side) | [ General Purpose |

OEKR O KR O KRO R

O KN O KN © iR O Kl O K

O

AD Auth

AD Query

Client Cert Inspection
CRLDP Auth

HTTP Auth

Integrated Auth Result
Kerberos Auth

LDAP Auth

LDAP Query

LocalDB Auth

NTLM Auth Result
OAuth Authorization
OAuth Client

OAuth Scope

OCSP Auth
On-Demand Cert Auth
OTP Generate

OTP Verify

RADIUS Acct

| cancel | Add Item ‘

Active Directory authentication of end user credentials

Active Directory query to pull user attributes for use with resource assignment or other functions, such as AD group
mapping

Check the result of client certificate authentication by the Local Traffic Client SSL profile
Certificate Revocation List Distribution Point (CRLDP) client certificate authentication
HTTP authentication of end user credentials

Integrated authentication of end user credentials

Kerberos authentication, typically following an HTTP 401 Response action

LDAP authentication of end user credentials

LDAP query to pull user attributes for use with resource assignment or other functions, such as LDAP group mapping
Local Database Authentication

NTLM authentication of end user credentials

OAuth 2.0 Authorization Agent for scope management

OAuth Client

OAuth Scope

Online Certificate Status Protocol (OCSP) client certificate authentication

Dynamically initiate an SSL re-handshake and validate the recelved client certificate
Generate One Time Passcode (OTP)

Verify One Time Passcode (OTP)

Send accounting messaaes to a RADIUS server when users loa on and off

l

Properties | Branch Rules |

Name: WS1 OAuth Scape

OAuth

Token Validation Mode

Internal v

JWT Provider List

Cancel | | save |

/Common/Horizon-WS1 v |

Provide a Unique Name (Since on the View Client Path we put View Client OAuth Scope)

Change the Token Validation Mode to Internal.

Select the JWT Provider previously created in F5 Configurations.

Click the Save Button.
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13. Click on the “Allow” on the fallback and change the “Allow” to “Deny” and click Save
| |
Select Terminal:

O Allow O

@ Deny O

Cancel | [ save | [Help

14. Click on the (+) between WS1 OAuth Scope and Allow in the Successful line to create an object between the

two.

[=] Macro: WS1-Macro Macro Settings / Rename | Edit Terminals| ~ (Terminals: Allow [defauit], Deny)

| : ) fallback+_ Succasful+_’
WS1 OAuth Scope
s i)

15. Select Variable Assign from the Assignment tab and click the Add Item button.
]

|Eegin typing to search |

[Lagon ) (Authentication ) Assignment |[Endpoint Security (Server-Side) | Endpoint Security (Client-Sice) | [ General Purpose |

RouheVDomam and SNAT Dynamically select Route Domain and SNAT settings

(O ACL Assign Assign existing Access Control Lists (ACLs)
() AD Group Resource Assign Map ACLs and resources based on user Active Directory group membership
O AD Group SID Resolver Build Active Directory group cache and resolve group SIDs to group names
(O Advanced Resource Assign pression-based of C Webtop, and ACLs
O BWC Policy. Assign Bandwidth Controller policies
O Citrix Smart Access Enable Citrix SmartAccess filters when deploying with XenApp or XenDesktop
() Dynamic ACL Assign and map Access Control Lists (ACLs) retrieved from an external directory such as RADIUS or LDAP
(O LDAP Group Resource Assign  Map ACLs and resources based on user LDAP group membership
o) ﬁ rf'e“["“s and Webtop i, a Webtop, Webtop Links and Webtop Sections
O Pool Assign Assign a Local Traffic Pool
() RDG Policy Assign Assign an access profile to use to authorize host/port on the Remote Desktop Gateway
O Resource Assign Assign Connectivity Resources
O Selection

() SO Credential Mapping Enables Single Sign-On (SSO) credentials caching and assigns SSO variables

@  Variable Assign Assign custom variables, configuration variables, or predefined session variables

O VMware View Policy Specify a policy that will apply to VMware View connections

| cancel || Add item Help|
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16. In the Variable Assign

fPFODcrtiesi" ]fﬁmns:h_autgs]
Name: [WS1 Variable Assign
Variable Assign
Add new entry | Insert Before: [ 1 +
Assignment
1 empty change (]
’ ’ Cancel ’ m (*Data in tab has been changed, please don't forget to save) ‘ Help

a. Enter a Unique Name (Since on the View Client Path we put WS1 Variable Assign)
b. Click the “Add new entry” button

c. Click the “change” link on line 1

| custom Vvariable v | |Unsecure v = [Session Variable v |
SERRIRNdegn R MRS B Session Variable |session.oauth .scope.last.jwt]
1 a

[ cancl | el

d. in the left field enter “session.logon.last.username” (without quotes)

e. in the right field change “Custom Expression” to “Session Variable” and enter
“session.oauth.scope.last.jwt.upn” (without quotes)

f.  Click the Finished button.
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17. Click the Save button

If Properu‘es] fﬂmndlﬂulgs]
| Name: |WS1 Variable Assign
1 Variable Assign
b ' Add new entry \ Insert Before: | 1 «
A
| Assignment
1 session.logon.last.username = Session Variable session.oauth.scope.last.jwt.upn change [xi
| Cancel | | save [Help

18. The Updated Macro should look like the below picture.

E Macro: WS1-Macro macro Settings / Rename  Edit Terrninalsr\ (Terminals: Allow [default], Deny)

¥l 9
n >fa“back 4  Successful | 5> ws1 Variable Assign 22k 4 5> ¥ Allow

WS1 OAuth Scope Fallhack
=+ %Demt >

19. Now we Add the newly created macro to our main Access Policy, For each client type, click on the (+) between

the client type and the resource assign select the Macros tab, select the Macro previously created and click the
“Add ltem” Button (Make sure to do on ALL Client Types)

|Begf'n typing to search ’

[ Logon | Authentication | [ Assignment | [ Endpoint Security (server-Side) | Endpoint Security (Client-Side) | [ General Purpose || Macros |

() WS1-Macro Macrocall to WS1-Macro

| Cancel | Add Item Help
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20. Once Completed the updated Access Policy should look like the below picture.

S 1 Apply Access policy

Access Policy: /Common/Horizon-WS1.app/Horizon-WS1 |&dit endings | (Endings: Allow, Deny [defauit])

felbeck . _| v View, M+—»—[ View Client Resource Assign |oi2eck +—»

WS1-Macro
s fom ]
. Type Full or Mobile Browser el Allow +_»_[ B R Assign |fa|lback+_.!“

WS1-Macro
e ] oo |

fallback ,
+

Add New Macro

=% [=] Macro: WS1-Macro  [Macro settings / Rename| [Edit Terminals|  (Terminals: Allow [defauit], Deny)

X
@ fallback . _| Successful : .gﬂ} fallback +_.! I
WS1 OAuth Sco
P2 | faliback -

21. Once configuration is completed click on the “Apply Access Policy” link in the top left of the screen to save all

the changes and apply them.

f5 | Apply Access Policy
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Verifying JWT Token Functioning

Once fully configured there are ways to validate if a JWT token is being created and sent to the appropriate site. This

validation will be done using Google Chrome as the browser.

1. In Workspace ONE Access Portal login as a user with access to the horizon resources.

7Y
-«
Workspace ONE
username
mmabis
password
............ ‘ U @
bd.f5.com

Forgot password?

Change to a different domain

vmware

2. Inthe browser click the 3 Dots in the upper right-hand corner - More Tools > Developer Tools. This will open

the Developer Tools Console within the browser window.
* 00

pskF5 | Manual Ch... ) The Most ( New Tab
New Window

@)

New Incognito Window

Matt Signed in >

Passwords and Autofill
History

Downloads
Bookmarks and Lists
Extensions

Delete Browsing Data...

Zoom -  100%

Print...
Search This Page with Google...
Translate...
Find and Edit
Save and Share
Name Window... More Tools

Reading Mode
Help

Performance Settings

Task Manager

Developer Tools &I
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3. Inthe Developer Console select the “Network” tab

‘c [O Elements Console Sources Network Performance Memory >> @ 1034 A22 B@1 533

@ Y Q Preserve log Disable cache No throttling 3
Y Filter Invert Hide data URLs Hide extension URLs
All Fetch/XHR || Doc || CSS || JS || Font || Img | | Media || Manifest | | WS || Wasm || Other Blocked response cookies

Blocked requests [ ] 3rd-party requests

10 ms 20 ms 30 ms 40 ms

4. In the Catalog Section of the Workspace ONE Access Portal select an Application or Desktop and click the
“Open” field for that App or Desktop that will trigger the event to launch either the HTML5 or Native Client.
Note in the Developer Console an item will appear usually named Workspace-****** (Might get 2 if

asked password
® @ | Y Q | [JPreservelog | ([ Disable cache Nothrotting v < | &

Y Filter Invert Hide data URLs Hide extension URLs
All Fetch/XHR || Doc || CSS || JS || Font || Img || Media | | Manifest || WS || Wasm | | Other | Blocked response cookies
Blocked requests 3rd-party requests

2000 ms 4000 ms

Name Status Type Initiator

B @icon19.png 200 fetch extensions::setlcon:10
B @ icon38.png fetch extensions::setlcon:10
€& WORKSPACE-1883a270-9d27-4a1b-be97-8... xhr polyfills.9e9a671599dae
[ button.html document bootstrap-legacy-aut...
Z list.html document bootstrap-legacy-aut...
list.js script list.html:0
list.css stylesheet list.html:0
button.js script button.html:0
button.css stylesheet button.html:0
list.css stylesheet
button.css stylesheet button.js:1555
[T] Open_Sans-normal-400.woff font list.css
2} icon.png x-icon Other
{> WORKSPACE-1883a270-9d27-4a1b-be97-8... xhr polyfills.9e9a671599dae
B @ icon19.png fetch extensions::setlcon:10
B ©icon38.png fetch extensions::setlcon:10

B @icon19.png fetch extensions::setlcon:10

B @ icon38.png fetch extensions::setlcon:10
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5. Select the Object created in the previous section (Named Workspace-***<Some Long GUID>***).
Note: that the URL/Uri string will have the FQDN of the horizon environment as per previous section
“Configuring Omnissa Workspace ONE Access”

a. Inthe Preview Tab of the developer console expand the “Response:”
b. Expand “launchURLs:”
c. Expand both the “0:” and “1:” sections to reveal the launch URLs.

6. Inthe Launch URL Strings there will be a section called “SAMLart=" if the line looks like “SAMLart=JWT:” then
Workspace ONE Access is wrapping the JWT token within the SAML artifact field for the F5 to Decrypt. If the
“SAMLart=" field does not contain JWT: then the Horizon Environment that you are trying to access is not

igured for JWT Wrapping as per previous section “Configuring Omnissa Workspace ONE Access”

Elements  Console  Sources  Network  Performance  Memory  Application  Security Lighthouse  Recorder Performance insights J{
Q Preserve log Disable cache Nothrotting v & | L %
Y Filter Invert Hide data URLs [ Hide extension URLs  All | [ Fetch/XHR |(Doc |(CsS [ Js | (Font |(img | [ Media | Manifest | Ws | Wasm | Other Blocked response cookies () Blocked requests

3rd-party requests

500 ms 1000 ms 1500 ms 2000 ms: 2500 ms 3000 ms 3500 ms, 4000 ms 4500 ms 5000 ms. 5500 ms; 6000 ms 6500 ms 7000 ms 7500 ms, 8000 ms 8500 ms 9000 ms

|

Name X Headers Payload Preview Response Initiator Timing Cookies
© WORKSPACE-be0a0260-fe1...
icon-rocket.svg
icon-close-dark.babca844c...
menu.html
menu.html
menu.js
menu.js
menu-button.html
menu-list.htm|
menu-button.js
menu-button.css
menu-list.js
menu-list.css
menu-button.css
menu-list.css
Open_Sans-normal-400.woff
icon.png
2 icon.png
menu.html
menu.html
3 menu.js
menu.js
menu-button.html
menu-list.htm|
3] menu-button.js
menu-button.css
3] menu-list.js
menu-list.css
menu-list.css
2 icon.png
icon.png
menu-button.css
Open_Sans-normal-400.woff
{» WORKSPACE-be0a0260-fel...
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